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Terminology



Frameworks for easy LLM integration in Java

AILangChain4J



The basic use case
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LLMs in enterprise applications
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Influence of setup on security risks

Provider

             SaaS                    Private Cloud         On Premise



What does the law say?

AI Act

Dark patterns, face recognition, 
    social scoring, …

Safety, justice, employment,    
   eduction, border control, …

Transparency requirements   
    for chatbots, …

Spam filters, 
  video games, …
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LLM Security Cheat Sheet

➔ Mitigate abuse
◆ Prompt engineering
◆ Compute power

➔ Send only permitted 
data in

➔ Restrict data(base) 
access

➔ Restrict actions
➔ Human in the loop
➔ Hard checks
➔ Provider warranties?
➔ Terms of use?
➔ GDPR

➔ Correctness?
➔ Right to use?
➔ Ownership?
➔ Legal implications?
➔ Copyright violation?
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